A MobptL For EvaLuATING
[T SEcurITY INVESTMENTS

ssessing the return on investment

has always been a sticking point

for technology investments. Simi-

lar to IT productivity paradox [1],

Return on Security Investment

(ROSI) has become a controver-
sial topic due to immense growth of e-busi-
nesses. Defining the value of security
investments is challenging. However, it is clear
that “security consumers will need to under-
stand the variables that define ROSI and
endure the discomfort of assigning dollar val-
ues to quantities that currently are extremely
ill-defined” [12].

While calculating ROSI seems taxing,
increasing possibility and scope of IT security
breaches due to increasing interconnectivity
makes it imperative. As the number of security
breaches increases exponentially according to
the CERT (see Table 1) so does their cost. The
2003 CSI/FBI Computer Crime and Security
Survey revealed that 56% of respondents
detected security breaches. Information Week
and PricewaterhouseCoopers LLP estimated

that computer viruses and hacking took a $1.6
trillion toll on the worldwide economy and
$266 billion in the U.S. [5]. Security breaches
have a significant impact on the market values
of firms too. We have estimated that compro-
mised firms, on average, lost approximately
2.1% of their market values within two days
surrounding security breaches [3]. This trans-
lates to an average loss of $1.65 billion in mar-
ket capitalization per incident. Moitra and
Konda [10] found that as investment in secu-
rity increases the survivability of firms from
security breaches increases rapidly at first and
then more slowly at higher levels of investment.
Undoubtedly these figures point to the impor-
tance of more studies on the economics and
management of I'T security investments.

Fear, uncertainty, and doubt (FUD) strategy
has been used for years to sell investments in
security [1]. However, according to Earthlink
security experts Lisa Ekman and Lisa Hoyrt,
“Crying wolf may get the first firewall, but over
the long run, you need a more well-rounded
perspective” [12]. Since diverse security tech-
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nologies with different capabilities are available in the
marketplace, and many of these technologies substi-
tute or complement each other, a more rational
methodology is required to analyze security invest-
ments.

The second approach is based on the cost of
deploying security. For example, the approach based
on cost effectiveness of investments asks, “What is the
most I can get for $X, given that I am going to spend
$X2” This analysis is tractable as it does not seek to
quantify the benefits of security investment and
assumes it simply as an overhead cost. The primary
limitation of this approach is that it does not help a
company decide how much to invest in I'T security.

A third approach uses indirect esti-

structure. Consequently, managers can evaluate the
interaction among different technologies and jointly
decide on investments in multiple technologies. The
model also facilitates understanding the different
drivers of return on IT security investment, enabling
managers to conduct sensitivity analysis of return
with respect to these drivers. Finally, the model is
useful to consumers in selecting the optimal config-
uration of security technologies and to developers in
the design and pricing of security systems. It is
worthwhile to note here that even security technol-
ogy developers have started to incorporate cost and
benefit factors in algorithms used by the technology.
For example, Lee et al. [8] studied the problem of

building cost-sensitive IDSs. Here, we

mation of dollar value of costs associ- Year Number motivate our model framework by dis-
ated with security breaches such as 1996 2573 cussing a typical IT infrastructure.

the loss in market value associated 1997 2,134

with security breach announcements 1998 3,734 IT Security Infrastructure

as a proxy for potential loss. As stated 1999 9,859 IT security infrastructure is the founda-
earlier, the loss in market value could 2000 21,576 tion of a secure environment. It provides
be of the order of billions of dollars. 2001 52,658 a comprehensive plan that protects the
While loss estimates can be a useful 2002 82,094 confidentiality, integrity, and availability
starting point in convincing firms to 2003 137,529 of information resources. An IT security

deploy security technologies, they are
less useful to firms in deciding which
technology to deploy or how much to
invest.

The fourth approach uses the traditional risk or
decision analysis framework. The idea is to identify
the potential risks, expected losses and their likeli-
hoods, and compute the expected loss. Longstaff et
al. [9] propose Hierarchical Holographic Model
(HHM) to assess security risks of I'T. Gordon and
Loeb [6] develop an economic model to determine
the optimal level of investment in information secu-
rity. Hoo [7] provides a decision analytic framework
to evaluate different policies for I'T security. Though
intuitive, the decision analysis approach for evaluat-
ing I'T security investment treats security technology
as a black box. This technique does not provide
managers any insights into how the different vari-
ables of an IT security infrastructure affect the risk,
expected loss, and likelihood. For example, it cannot
answer questions such as: How does the firewall
quality affect the likelihood of a security breach or
the expected loss? What is the trade-off between pre-
ventive controls, such as a firewall, and detective
controls, such as an Intrusion Detection System
(IDS).

We propose a comprehensive analytical model to
evaluate security investment decisions. The model
offers several benefits. First, it captures the individ-
ual technologies used in a typical IT security infra-
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Table 1. The number of
security incidents reported to
CERT over the years.

plan is composed of risk assessment,
technology architecture, and policies
and procedures.

ecurity risk assessment determines the level

of security risk that exists within the organi-

zation. Quantitative risk analysis attempts

to assign numeric values to the components

of the risk (likelihood and potential dam-

age) and to security controls (cost and effec-
tiveness). The purpose of I'T security infrastructure
is to mitigate the risk up to a point where the mar-
ginal cost of implementing controls is equal to the
value of additional savings from security incidents.
The risk must be systematically assessed to effec-
tively manage it [9], even during the software devel-
opment phase [4]. The technology architecture
establishes security controls. Preventive controls seek
to develop a defensive shield around IT systems.
Detective controls aim to detect security violations
when they occur and are increasingly deployed
because there is no absolute security that will com-
pletely prevent intrusions. IT security policies and
procedures address a firm’s response to a suspected
security breach, and others such as security training
and password policies. Responses can be executed
automatically or manually. Monitoring determines if
the system is really under attack and if so, the type
and the extent of the attack by analyzing the log files
and audit trails.



IT Architecture for Security

We emphasize that no single technology can provide
absolute security for an organization. While many of
the security controls are automated, manual controls
cannot be avoided. A typical IT security architecture
is composed of multiple layers of controls with differ-
ent capabilities. The value of a security control at any
level depends on other controls surrounding it as they

Firewalls can be configured to allow external traffic
based on the service requested, the IP address, or user-
ID. Firewalls use two types of mechanisms to filter the
traffic. A packet-filtering mechanism performs filtering
based on the set of rules in an access control list. The
Application layer mechanism uses proxies. Each proxy
checks both the header information and the service
requested by the packet. The quality of a firewall is

measured in terms of its

may substitute or comple-
ment the control. The
security  controls  are
imprecise. For example, a
firewall may prevent a
legal user from entering
the system (false positive),
or allow an illegal user to
enter the system (false
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security technology as
soon as it is developed.
Hackers attack IT systems
that are vulnerable and
without appropriate controls. They also seek the chal-
lenge of breaking well-protected systems since finan-
cial gain is not the sole motivation for them. In
essence, they strategically choose their victims and
actions. To compete, organizations should also act
strategically when choosing controls and their capa-
bilities. A good illustration of the strategic game
played by hackers and the security experts in a firm is
provided at www.msnbc.com/modules/hack_attack/
hach.htm.

Figure 1 shows the details of a typical IT security
architecture in which firewalls comprise the outer-
most layer, IDSs comprise the middle layer, and
detailed investigations, typically manual in nature,
comprise the bottom layer.

Figure 1. IT security
infrastructure.

a “normal activity pro-
file” that flags all system states that vary from the estab-
lished profile in a statistically significant manner.
Unfortunately, anomaly detection often produces a large
number of false alarms. The quality of IDS is measured
by its detection accuracy and false alarm rate.

A security analyst often examines the audit trails
and log files to determine if there is a real attack and
if so, the type and the extent of the attack. If an intru-
sion is confirmed by the investigation, appropriate
corrective measures are undertaken to limit further
damage and recover, if possible, the damage already
incurred.

A Model for Evaluating IT Security
Investments

Consider a firm interested in setting up its security
infrastructure. First the firm estimates possible dam-
ages along with their likelihoods in the risk assess-
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ment phase from which the firm cal-
culates the expected damage & due to
a security breach. Furthermore, let £
fraction of traffic come from external users and (1 —
&) fraction originate from internal users. Assume {
fraction of the external traffic comes from unautho-
rized users. These should be stopped at firewalls. We
model the effectiveness of the firewall through two
parameters gf, the probability the firewall will stop
an unauthorized user, and qf , the probability that
legitimate external traffic will pass through the fire-
wall. If an authorized user is stopped at the firewall,
the firm incurs a cost of O.

All internal users are authorized users of the sys-
tem. However, they as well as authorized external
users can misuse the system by improperly accessing
data or programs they are not authorized to use. In
fact, many reports suggest the majority of hacking
comes from legal users. A fraction A of the legal users
is assumed to be dishonest. Honest users never hack,
but dishonest users may decide to hack. Previous
studies have shown that incentives for intruders are
usually not related only to financial gains. Hackers
tend to be motivated by curiosity, self-esteem, vandal-
ism, peer approval, public attention, technical
prowess, and politics. We assume when the hacker
breaks into the system, he or she gets a utility of L.

Figure 2.
The game tree.
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IDSs are also not perfect. The parameter gf
denotes the probability that the IDS gives an alarm
when an intrusion occurs. ¢ is the probability that
there is no signal when there is no intrusion.

The firm incurs a cost of ¢ each time it monitors
the audit trail of a user for a possible intrusion. Man-
ual monitoring done by the firm may not detect
intrusions with certainty. This imperfection of moni-
toring is captured by an effectiveness parameter o, the
probability with which monitoring detects a true
intrusion. If manual monitoring detects the intru-
sion, the firm recovers a fraction @ of the damage
caused by the intruder without any additional cost. If
an intrusion is detected, the hacker incurs a penalty.
The penalty is composed of two components: A fixed
penalty B and a variable penalty proportional to the
expected amount of damage, 4. Hence, larger dam-
age results in a larger penalty.

n order to evaluate investment in security, the

firm determines the optimal frequencies of man-

ual monitoring—when there is and is not a sig-

nal from the IDS—for the given firewall and

IDS configurations. The firm can then deter-

mine its cost based on these optimal frequencies
as well as the cost of deploying the firewall and IDS
technologies. Similarly the firm can determine the
optimal response and firm’s cost when there is no IDS
and firewall. The cost difference (that is, cost when
there is and is not firewall and IDS) represents the value
of firewall and IDS to the firm. Managers should then
evaluate and choose the technology that maximizes the
cost savings relative to the cost of the technology.

Strategic Investment Decisions Using
Game Theory
Game theory [11] is used to analyze problems in
which the payoffs to players depend on the interac-
tion between players’ strategies. For example, in the
IT security investment problem, the firm and the
hackers are players. The firm’s payoff from security
investment depends on the extent of hacking it is
subjected to. The hacker’s payoff from hacking
depends on the likelihood he or she will be caught.
Thus, the likelihood of the firm getting hacked
depends on the likelihood the hacker will be caught,
which, in turn, depends on the level of investment
the firm makes in I'T security. The first step in using
game theory to analyze such strategic interactions
among players is to develop a game tree that depicts
the strategies of players. Figure 2 depicts the game
tree for the IT security problem.

The game starts with nature selecting the type of



traffic to the system, which can be external (node 1)
with probability € or internal (node 4) with probabil-
ity (1 — &). Node 2 represents the external hacker
whereas node 3 is a legal external user. Node 5 char-
acterizes the authorized access to an internal network.
A dishonest user can take two actions: hack or do not
hack. If the hacker decides to hack, the game moves
to node 6, otherwise to node 7. IDS is captured by
node 6. The firm makes decisions about whether to
monitor or not based on the state (the signal or the no

signal) it is in. The

tion to the game involves maximization of a polyno-
mial function. This is done by equating the first deriv-
ative of the function with respect to each decision
variable to zero. At this point, firm knows how much
manual monitoring it should implement in order to
minimize the total cost of security. We illustrate this
approach using a numerical example with parameters
as follows: 1 = 600, a = 0.2, = 5000, 4= 1000000,
y=10.01,4{=09,4{=0.9,4{=09,95=09,A=
0.5, = 0.8, €= 0.001, 0 = 20, ¢ = 5. These numeri-

firm must make| Boy 1. Bayes RULE.
decisions without

knowing  exactly

which node the | 17, = P(intrusion|signal)

game has reached.
However, it can =

P(signal|intrusion)P(intrusion)

determine the prob-
ability of intrusion
in the signal and no
signal states using
Bayes Rule as illus-

and

1, = P(intrusion|no-signal)

P(signal|intrusion)P(intrusion) + P(signal|no-intrusion)P(no-intrusion)

P(no-signal|intrusion)P(intrusion)

trated in Box 1. =
Decision  vari-
ables for the firm

P(no-signal|intrusion)P(intrusion) + P(no-signal|no-intrusion)P(no-intrusion)

are the probability
of monitoring given there is a signal from IDS, p,,
and the probability of monitoring given that there is
no signal from IDS, p,. The firm maximizes its
expected payoff shown below with respect to these
decision variables.

F = [P(signal) Fg + P(nosignal) Fy; + P(drop)a] (1)
where Fg = {—p,c— n,(1 = p))d— n,p,[(1 — a)d +
a(l — @d)} and

Fy = {=p,c = ny(1 =p)d — n,p,[(1 — a)d +
a(1 — @d]} are payofts for signal and no signal states,
respectively, each consisting of the loss from unde-
tected intrusion, the loss from detected intrusion
(such as the unrecoverable portion of the loss even if
the intrusion is detected), and the monitoring cost.

The hacker’s expected payoff includes the
expected utility from the intrusion and expected cost
if the intrusion is detected. The hacker, at the same
time, maximizes its payoff function shown here with
respect to his or her decision variable (.

H = P(hacking)(Benefit — Cost) = Y — Pa(B +
Vd)pgf + p,(1 - gD ()

For a given set of parameters, the solution of the
game gives unique values for firm’s and well as hack-
er’s decision variables. We should note that the solu-

cal values are for a hypothetical scenario and are used
for illustration purposes only. The firm that employs
our model should estimate these parameters using any
of the risk assessment techniques discussed earlier.
The model predicts an optimal response of p; = 0.56
and p, = 0, meaning that the firm will monitor 56%
of the cases for which it gets a signal from IDS and
will not monitor no-signal cases at all.

Choice of Security Technology

Step |. Select security technologies for deployment consideration.

Step 2. Collect data about quality parameters q1, 43, 4}, 45,and costs of these technologies.

Step 3. Estimate hacker and firm specific parameters such as d, g, I, f,e, s,c,m, a, and b.

Step 4. Solve the model for each of the technology and determine the cost savings as
(firm’s cost with the technology—firm’s cost without any security technology).

Step 5. Choose the technology that yields the maximum savings.
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Figure 3. The effect of quality parameters of IDS on cost of
security (a) q! (b) q.
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Box 2. CHoicE ofF SEcURITY TECHNOLOGY

Step 1. Select security technologies for deployment consideration.

Step 2. Collect data about quality parameters qll, qzl, qu ; qu , and costs of these technologies.

Step 3. Estimate hacker and firm specific parameters such as 4, , A, @ &, 0, ¢, l4, &, and S.

Step 4. Solve the model for each of the technology and determine the cost savings as (firm’s cost with the
technology minus firm’s cost without any security technology).

Step 5. Choose the technology that yields the maximum savings

Applications of the Model

A firm can apply this model in a variety of ways to
evaluate investments in I'T security. For example, the
firm can find the procedure given in Box 2 useful in
choosing a specific security technology.

Our model is also useful for understanding how
the different parameters affect the optimal investment
as well as cost. That is, it can be used very effectively
as a what-if analysis tool to explore different options.
There are two reasons why the what-if analysis capa-
bility is required in evaluating security technologies.
First, the parameters estimated in the risk assessment
phase, such as the expected damage caused by a secu-
rity breach, are simply estimates. The uncertainty
associated with these estimates can be analyzed by
solving the model with various estimates in order to
understand how estimation errors affect a firm’s deci-
sions. Second, the security products can often be cus-
tomized or configured by the firm. The configuration
process changes the quality parameters. For example,
a loose configuration for an IDS may result in a large
number of undetected intrusions (that is, a low q{ )
and also a low number of false alarms (that is, high
¢4). A tight configuration may result in a high ¢{ and
alowgq;.

Since the cost savings realized by the firm from a
security technology depends on the value of the qual-
ity parameters, the firm must analyze the value of dif-
ferent configuration options. Our model can be used
to analyze how the various quality parameters affect
firm’s cost. For instance, we ran our model for the pre-
viously mentioned numerical example using different
values for ¢/ and ¢{. Figure 3 shows how the firm’s
cost varies with the quality of IDS technology in this
model. It illustrates that as the quality of IDS increases
in either dimension, the cost of security decreases. By
this way, a firm can assess the marginal effect of
decrease or increase of one parameter on total cost.

Conclusion

IT security management is a demanding task.
Assessing the value of security technologies is essen-
tial to manage IT security effectively. However, the
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lack of a comprehensive model that incorporates the
specific features of IT security technologies has pre-
vented firms from applying rigorous quantitative
techniques to make security investment decisions.
The current set of tools such as risk analysis and cost
effectiveness analysis work with very high-level
aggregate data, so these tools are of limited value in
an IT security setting. We have proposed a compre-
hensive model to analyze IT security investment
problems that overcome some of these limitations.
We used this model to derive insights into the value
of technologies. @
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